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1 Preface

This is the manual for the NetLogger Toolkit. For more details, downloads, etc. please refer to the NetLogger web pages at
http://acs.lbl.gov/NetLogger Wiki/

1.1 Conventions

Italic Used for file and directory names, email addresses, and new terms where they are defined.

Constant Width Used for code listings and for keywords, variables, functions, command options, parameters, class names,
and HTML tags where they appear in the text. Used with double quotes for literal values like “True”, “10” and “net1-
ogger .modules”. In code listings, user input to the terminal will be prefixed with a “$”.

Constant Width Italic Used to indicate items that should be replaced by actual values.

Link text Used for URLs and cross-references.

2 Overview

Anyone who has ever tried to debug or do performance analysis of complex distributed applications knows that it can be a very
difficult task. Problems may be in many various software components, hardware components, networks, the OS, etc.

NetLogger is designed to make this easier. NetLogger is both a methodology for analyzing distributed systems, and a set of tools
to help implement the methodology.

2.1 Methodology: Logging Best Practices

The NetLogger methodology, also called the Logging Best Practices (BP), is documented in detail at http://www.cedps.net/index.php/Lo;
The following is a brief summary:

Terminology For clarity here are some definitions of terms which are used throughout the NetLogger documentation.

event A uniquely named point of interest within a given system occurring at a specific time. An event is also a required
attribute of each NetLogger log entry.

log A file containing logging events or a stream of such events.
log entry A single line within a log corresponding to a single event.
attribute A detailed characteristic of an event.

c__9

name/value pair How attributes are identified within a log entry — a name with the given value separated by a
(equality symbol).

For example, the following shows that the log file my.log contains one log entry with an event of “something.hap-
pened”. This event has three attributes, represented in the log entry by the name/value pairs whose names are “ts”,
“event”, and “level”.
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$ cat my.log
£s=2008-10-10T19:24:35.508249Z event=something.happened level=Info

Practices All logs should contain a unique event attribute and an ISO-formatted timestamp (See ISO8601). System oper-
ations that might fail or experience performance variations should be wrapped with start and end events. All logs
from a given execution context should have a globally unique ID (or GUID) attribute, such as a Universal Unique Identi-
fier (UUID) (see RFC4122). When multiple contexts are present, each one should use its own identifying attribute name
ending in . id.

Errors A reserved status integer attribute must be used for all end events, with "0" for success and any other value for
failure or partial failure. The default severity of a log message is informational, other severities are indicated with a
level attribute.

Format Each log entry should be composed of a single line of ASCII name=value pairs (aka attributes); this format is highly
portable, human-readable, and works well with line-oriented tools.

)

Naming For event attribute names we recommend using a *.
class names.

as a separator and go from general to specific; similar to Java

A sample job submit start/end log in this format would look like the following:

ts=2006-12-08T18:39:19.372375Z event=org.job.submit.start user=dang job.id=37900
ts=2006-12-08T18:39:23.1143697Z event=org.job.submit.end user=dang job.id=37900 status=0

The addition of log file grammar such as the name-value attribute pair structure encourages more regular and normalized repre-
sentations than natural language sentences commonly found in ad-hoc logs.

For example, a message like error: read from socket on foobar.org:1234: remote host baz.org-
:4321 returned -1 would be:

ts=2006-12-08T18:48:27.5984487Z event=org.my.myapp.socket.read.end level=ERROR status=-1 <«
host=foobar.org:1234 peer=baz.org:4321

The open source NetLogger Toolkit is a set of tools to implement this methodology.

2.2 Tools
The tools included with NetLogger can be grouped in four main areas:

* Logging APIs: C, Java, Perl, Python, and UNIX shell
* NetLogger Pipeline: Parse, load, and analyze logs using a relational database and the R data analysis language.
* Bottleneck detection: Test disk/network for bottleneck in WAN transfers.

« Utilities: Monitoring probes, a log receiver (netlogd), and some other pieces that are occasionally useful.

3 Installation

The NetLogger Toolkit has separate installation instructions for each language. The data parsing and analysis tools are part of
the Python installation.

3.1 System requirements

Operating System NetLogger has been tested on UNIX and Mac OSX. The Python code should work on Windows with some
modifications, but this is not a priority for our development.

NTP All monitored hosts should use NTP (http://www.ntp.org), or the equivalent, for clock synchronization
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3.2 InstallC

Below are instructions for installing the C instrumentation API and the nlioperf program.

# Unpack sources

tar xzf netlogger-c-VERSION.tar.gz

# Run configure; make; make install

cd netlogger—-c—-VERSION

./configure —--prefix=/your_install_path
make

make install

3.3 Install Java
3.3.1 Prerequisites

Java 1.5 or above (http://java.sun.com) for the Java instrumentation

3.3.2 Install

Below are instructions for installing the Java instrumentation API.

# Copy NetLogger jarfile into desired spot

cp netlogger-VERSION. jar /your_install_path/netlogger. jar
# Then set your classpath

csh% setenv CLASSPATH $CLASSPATH:/your_install_ path

# .. OR ..

sh$ export CLASSPATH=$CLASSPATH:/your_install_path

3.4 Install PERL

3.4.1 Prerequisites

PERL version 5 or higher (http://www.perl.org) is required.
The PERL UUID module is required. You can install this from CPAN:

perl -MCPAN -e "install Data::UUID"

3.4.2 Install

Below are instructions for installing the PERL instrumentation API.

# Unpack sources

tar xzf netlogger—-perl-VERSION.tar.gz
cd netlogger—-perl-VERSION

# Run PERL’s standard install sequence
perl Makefile.PL

make

make test

make install
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3.5 Install Python
3.5.1 Prerequisites

The following Python modules may be needed by the NetLogger pipeline to interact with the database. To install these modules,
either use a package manager such as Debian’s APT, the RedHat/etc. yum, FreeBSD ports, etc., use Python’s easy_install
command from setuptools or download and install from source. The easy_install command and download URL are given below.

* MySQLdb for MySQL

— easy_install MySQLdb
— web site: http://sourceforge.net/projects/mysql-python

* psycopg?2 or pgdb for PostgreSQL

— easy_install psycopg2
— web site: http://www.initd.org/pub/software/psycopg/

3.5.2 Install
Below are instructions for installing the Python instrumentation API and tools.

e Install from source

# Unpack sources

tar xzvf netlogger-python-VERSION.tar.gz
cd netlogger—-python-VERSION

# Run Python’s standard install sequence
python setup.py build

python setup.py install

 Alternately, to install under "$NETLOGGER_HOME"

export NETLOGGER_HOME=/my/path # or use setenv on csh
python setup.py install —--home=$NETLOGGER_HOME

export PYTHONPATH=SNETLOGGER_HOME/lib/python

export PATH=SPATH:SNETLOGGER_HOME/bin

3.6 InstallR

There is no NetLogger R instrumentation API, but we do use R to analyze the data (see the SQL and R analysis section).

3.6.1 Prerequisites

Version R version 2.6.0 or higher is required. The latest version of R is recommended, though, particularly if you are going to
use ggplot2. Windows binaries and Debian, Redhat, Ubuntu and SuSE packages are available. For other platforms or the
latest/greatest, R compiles from source on most platforms. See your local Comprehensive R Archive Network (CRAN)
mirror to download any of the above.

Packages A number of R packages are required to run the NetLogger R programs. Instructions follow on how to install them
from within R.

e Start R
S R



http://pypi.python.org/pypi/setuptools
http://sourceforge.net/projects/mysql-python
http://www.initd.org/pub/software/psycopg/
http://cran.r-project.org/mirrors.html
http://cran.r-project.org/mirrors.html
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* Choose a mirror (you only need to do this once):

> chooseCRANmirror ()

* Download and install the packages:

install.packages(c("lattice", "latticeExtra", "Hmisc","RMySQL", "RSQLite", "ggplot2"), <«
dependencies = TRUE)

3.6.2 Install

There is currently one R package available, called nlpeg. Download this package by following the instructions in the Download
section of the Release Notes, or choosing the package file from the list (it will be called "nlpeg_VERSION.tar.gz").

From there, installing the package and its documentation is easy:

$ R CMD INSTALL nlpeg VERSION.tar.gz
To use the package in R, simply load it by name. To get help, use the standard R help facility.

> library (nlpeqg)
> ?nlpeg

4 Instrumentation APIs

NetLogger has instrumentation APIs to produce Best Practices (BP) formatted logs for C/C++, Java, Perl, and Python.

41 CAPI

The C API documentation is auto-generated from the source code using Doxygen.

It is available online from http://acs.lbl.gov/NetLogger-releases/doc/api/c-4.1.2/

4.2 Java API

The Java API documentation is auto-generated from the source code using Javadoc.

It is available online from http://acs.lbl.gov/NetLogger-releases/doc/api/java-4.1.2/

4.3 Perl API

The Perl API documentation is auto-generated from the source code using pod2html.

It is available online from http://acs.Ibl.gov/NetLogger-releases/doc/api/perl-4.1.2/

4.4 Python API

The Python API documentation is auto-generated from the source code using epydoc.

It is available online from http://acs.lbl.gov/NetLogger-releases/doc/api/python-4.1.2/



http://epydoc.sourceforge.net/
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5 NetLogger Pipeline

The purpose of the NetLogger Pipeline is to normalize and structure logs for easier analysis and correlation. There are four stages
to the NetLogger Pipeline, as shown in the figure below.

Collection Parsing Database loading Analysis

Sysl Log NLL Parsed ML L —
YElog- og oo
ng | | files Parser || log files [ | Loader | | RDBMS SQL/R

Figure 1: 1: NetLogger Pipeline

1. Log collection: we use the open source tool syslog-ng.
2. Log parsing: our tool, nl_parser, extracts information from logs and normalizes it

3. Database loading: our tool, nl_loader, loads the log entries into a relational database with a schema that is application-
independent.

4. Database maintenance: A set of tasks for managing large and long-running databases, e.g. rolling over old data and
performing periodic aggregations.

5. Analysis: we primarily use SQL and the R data analysis language, but we are also working on web front-ends using
Django.

There is also a tool that manages the nl_parser and nl_loader, which is called simply nl_pipeline.

The NetLogger Pipeline is designed so that components for each stage can also function independently of the others.

5.1 Syslog-NG

Syslog-NG, available from http://www.balabit.com/network-security/syslog-ng/, is a flexible and scalable system logging appli-
cation that can act a as a drop-in replacement for standard syslog.

A syslog-ng server can send local data over the network (TCP or UDP), receive network data and log it locally, or do both.
syslog-ng receivers can be configured to aggregate and filter logs based on program name, log level and even a regular expression
on message contents. It is very scalable: if a particular receiver gets over-loaded, one can just bring up another receiver on a
another machine and send half the logs to each. syslog-ng supports fully qualified host names and time zones, which standard
syslog does not. Standard syslog could also be used, but only for single site deployments.

We recommend syslog-ng 2.0 over syslog-ng 1.6 because of the new ISO date option, which is needed for logging across multiple
time zones. To download syslog-ng, go to: http://www.balabit.com/downloads/files/syslog-ng/sources/stable/src/.

Here is a commented sample syslog-ng 2.0 sender configuration file. For pre-packaged sample configuration files, see the next
section and also look in the NetLogger source code in pacman/syslog-ng/.

# Global options
options {

# Polling interval, in ms (helps reduce CPU)
time_sleep (50);

# Use fully qualified domain names
use_fqgdn (yes) ;



http://www.balabit.com/network-security/syslog-ng/
http://www.balabit.com/downloads/files/syslog-ng/sources/stable/src/
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# Use IS08601 timestamps
ts_format (iso) ;

# Number of line to buffer before writing to disk
# (a) for normal load

flush_lines (10);

log_fifo_size (100);

# (b) for heavy load

#flush_lines (1000);

#log_fifo_size (1000);

# Number of seconds between syslog-ng internal stats events.
# These are useful for watching the load.
stats_freq(3600);

}i

# Data sources: file, TCP or UDP socket, or internal

# Tail /var/log/gridftp.log, prefix copy of input with
# the prefix ’'gridfp_log ’
source gridftp_log {
file ("/var/log/gridftp.log" follow-freq(l) flags(no-parse) log_prefix(’gridftp_log ’) );
}i
# ..etc..
# Syslog-ng’s own logs; for testing syslog-ng config
source syslog_ng { internal(); };

# Data sinks: file, TCP, or UDP socket

# Send "grid" logs to a remote host on TCP port 5141
destination gridlog_dst {
tcp ("remote.loghost.org" port (5141));

}i
# Send other logs to a local file
destination syslog_ng_dst {

file ("/tmp/syslog-ng.log" perm(0644) );
}i

# Data pipelines
# Combine a source and a destination to make a pipeline

# Send the gridftp logs to the remote "grid" host

log {
source (gridftp_log); destination(gridlog_dst); flags(flow-control);

bi
# (and so on for the other "grid" sources)

# Send the internal logs to the local file

log {
source (syslog_ng); destination(syslog_ng_dst);

bi

5.1.1 VDT and OSG Package

This section described how to install and configure the syslog-ng package that the CEDPS project developed for the Virtual
Data Toolkit (VDT). This package can be used alone (ie: no other VDT services running), but it does depend on many other
components in VDT.

First you must install pacman:

$ wget http://physics.bu.edu/pacman/sample_cache/tarballs/pacman—-latest.tar.gz
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tar xvzf pacman-latest.tar.gz
cd pacman-version

For C-shell derivatives
source setup.csh

For Bourne-shell derivatives
source setup.sh

W H= W H=

Then install the OSG:Syslog-ng package:

$ P=/path/to/install
S mkdir $P && cd S$P
$ pacman -get 0SG:Syslog—-ng

To configure/start a syslog-ng sender, you need to first set your VDT_LOCATION; this is a standard part of setting up the VDT
on your system. When this is done, do this:

P=/path/to/install

For C-shell derivatives

source $P/setup.csh

For Bourne-shell derivatives

source $P/setup.sh

SVDT_LOCATION/vdt/setup/configure_syslog_ng_sender --local-collector myloghost.foo.gov
SVDT_LOCATION/vdt/setup/configure_syslog_ng_sender --add-source "/tmp/testfile"
SVDT_LOCATION/vdt/setup/configure_syslog_ng_sender —-server y

vdt-control —--on syslog—-ng-sender

v r U W Uy = = W0

To configure/start a syslog-ng receiver, do this:

$ L=/path/to/logs

$ SVDT_LOCATION/vdt/setup/configure_syslog_ng_receiver ——-server y
$ SVDT_LOCATION/vdt/setup/configure_syslog_ng_receiver --dir $L

$ vdt-control --on syslog-ng-receiver

5.2 Log Parser (nl_parser)

The nl_parser is a framework for normalizing the information in existing logs and converting them to BP format. This framework,
written in Python, uses plug-in parser modules or Python-wrapped C to transform the raw logs. The parsed logs are then fed to
the database loader.

See also the nl_parser manpage.

For example configurations, see the NetLogger Cookbook section on the nl_parser. On the NetLogger website, this can be found
at http://acs.Ibl.gov/NetLogger-releases/doc/4.1.2/cookbook.html.

5.2.1 Parser modules

A parser module is written for each log type to be parsed. Each module must implement a class, Parser, with a method, proc—
ess (line), that takes a single line of input data and returns either an error or zero or more Python dictionaries representing the
keyword/value pairs to produce. Note that the mapping between input and output is many-to-many, allowing blocks of input to be
combined for one output or vice-versa. For more details on implementing your own plug-in modules, see the NetLogger Cook-
book included with this dist or on-line in the documentation area under NetLogger home page - http://acs.lbl.gov/NetLogger Wiki.

To get information on a parser modules, you can use the n1_parser —i/--info option after specifying the module.
For example, to get the info for the Globus GateKeeper parser (gk):

$ nl_parser -m gk -i
Module : netlogger.parsers.modules.gk
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Description: Simplified Globus Toolkit GT2 Gatekeeper log parser. All event types are
prefixed with "globus.gk.’ The event type suffix is one of the following: start (first <«
event), auth (user authorized), info (DN, host, and JobManager ID), end (last event, —
success or failure), unknown (some other event).

Parameters

— drop_unknown {xTruex,False}: Don’t emit unrecognized events

The following is a description of the parser modules distributed with NetLogger, and their parameters.

hsi_ndapi Parse HSI ndapid log files

bestman Parse logs from Berkeley Storage Manager (BeStMan).

Parameters:

* version {1,2}: Version 1 is anything before bestman-2.2.1.r3, Version 2 is that version and later ones.
* transfer_only {True,False}: For Version2, report only events that are necessary to determine transfer performance.
See also http://datagrid.lbl.gov/bestman/
globus_condor Parse logs from the log file currently called globus-condor.log. These record Condor-G jobs.
The logs are a series of XML fragments whose outer element is <c>. The information in each fragment includes an event
type and name, and the Condor job id (split into constituent parts of cluster.processor.jobid, plus (on the JobTerminated
event) other job statistics such as the return value, resource usage stats, and bytes sent and received.
kickstart Parse the Kickstart job wrapper output.
Parameters:
» one_event {True,False}: If true, generate one event per kickstart invocation record, otherwise generate a start/end event
pair.

* use_c {True,False}: Use the experimental C parser instead. This requires that you compiled the parser with "python
setup.py swig".
See also: http://pegasus.isi.edu/

gridftp Parse GridFTP (server) transfer logs.

Parameters:

» one_event { True,False}: If true, produce a single event for the transfer, and if False produce a start/end event pair.
condor_dag Parse the dag file output by Condor’s DAGMan

Parameters:

* base_ts: Numeric or ISO8601 string timestamp to use for all output events. If not given, use current time.

wsgram Globus Toolkit GT4 WS-GRAM log parser

See also http://www.globus.org/toolkit/docs/4.0/execution/wsgram/developer-index.html.

csa_acct SGI Comprehensive System Accounting (CSA) process accounting parser.

See also http://0ss.sgi.com/projects/csa/.

gk Simplified Globus Toolkit GT2 Gatekeeper log parser.

All event types are prefixed with globus.gk. The event type suffix is one of the following: start (first event), auth (user
authorized), info (DN, host, and JobManager ID), end (last event, success or failure), unknown (some other event).

Parameters:
* drop_unknown {True,False}: Don’t emit unrecognized events

bp Parse Best-Practices logs into Best-Practices logs.

Parameters:
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* has_gid {True,False}: If true, the "gid=" keyword in the input will be replaced by the currently correct "guid=".
* verify {True,False}: Verify the format of the input, otherwise simply pass it through without looking at it.

* ignore_prefix {True,False}: Look for, and skip, any non-BP text before the "ts=".

sge_rpt Parse output file from Sun Grid Engine reporting logs
The parameters control which types of SGE reporting output are parsed. With no parameters, no types are parsed.

Parameters:

* host_consumable {True,False}: Parse host_consumable records.

hc_perhost {True,False}: Show per-host as well as global records.

hc_one {True,False}: Produce 1 event with all host consumable attributes.

hc_attr: Regex for host consumable attributes to include

hc_delta {True,False}: Only show changed values.

* job_log {True, False}: Parse job_log and new_job records.
hsi_xfer Parse HSI transfer log files.

jobstate Pegasus/dagman/condor jobstate parser.
Parameters:
* add_guid {True,False}: Add a unique identifer, using the guid= attribute, to each line of the output. The same identifier
is used for all output from one instance (i.e. one run of the nl_parser).
generic Generic parser that uses a fixed event name and puts all the information in a single string-valued attribute.

Parameters:

* attribute_name {msg}: Output name for the attribute containing the input line.

* event_name {event}: Output event name

sge Parse output file from Sun Grid Engine (SGE)

Parameters:
» one_event {True,False}: If true, generate one event per SGE output record, otherwise generate a start/end event pair.

gridftp_auth Initialize gridftp auth parser.
Parameters:
* error_events {True,False}: If True, hold on to transfer-starting events until a matching transfer-end is encountered. If
none is found, or a transfer-end precedes a transfer-start, report a transfer-error event instead.
* error_timeout {24h}: How long to wait for the transfer-end event. Valid units are "s" for seconds, "m" for minutes, "h"
for hours. This is ignored if error_events is False.
gram_acct Globus GRAM accounting log parser

Output events: * globus.acct.job
gensim Parse the job + out file output by Pegasus gensim parser. Note: EXPERIMENTAL.

netstat Parser for output of netstar UNIX utility. Parameters:

display {’}: Display mode. One-letter code matching the option for netstat: i for interface, r for routing, g for multicast. Default
is empty.

dynamic A meta-parser that matches parser modules to a given line based on a header. The expected header is given by regular
expression. For each input line, values of matching named groups, e.g. (?P<name>expr), are used to select the parser
to use for that line.

Parameters:




NetLogger Manual
21/76

* pattern: Regular expression to extract the header

» show_header_groups {True,False}: A list of named groups in the header expression include in the output event. If None,
False, or empty, no named header parts will not be included. If True, include any/all header parts.

* header_groups_prefix {syslog.}: String prefix to add to each name in the header group, to avoid name-clashes with the
names already in the event record. The default prefix reflects the primary use-case of parsing a syslog-ng receiver’s
output.

pbs Parse contents of PBS accounting file.

Parameters:

* site {org.mydomain}: Site name, for site-specific processing. Current recognized sites are: *.nersc.gov = NERSC.

* suppress_hosts {True,False}: Do not include the list of hosts in the output. This list could be very long if the job has a
high degree of parallelism.

5.2.2 Configuration

The configuration file uses an enhanced version of the ConfigObj format (the enhancement is an "include" functionality, detailed
in the nl_pipeline section). The general layout is sections with [square_brackets] containing name=value pairs.

The configuration file is broken into sections. The top-level sections are: global, logging, and one section per parser module.
Only the global and parser module sections are described here; the logging section is elaborated in a separate section, below.

5.2.2.1 Global section

eof event Flag to append a special end-of-file NetLogger event when closing or rotating the file. Usually used with the
rotate option. Default is “False”.

files_root Path to prepend to paths given to £iles (see below). Thi